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Virginia Commonwealth University (“VCU” or “the University”) retained Ethisphere, LLC (“Ethisphere”) to 

evaluate and benchmark the University’s ethics and compliance program, excluding the program in 

place at VCU’s hospital, utilizing Ethisphere’s review system and associated methodology. 

The following report (“Report”) was prepared by Ethisphere at the request of VCU. The information in 

this Report is owned by VCU except that: (a) Ethisphere retains exclusive proprietary ownership rights 

to the review systems and related methodologies (“Proprietary Rights”), and VCU agrees that it will not 

take action to interfere with such Proprietary Rights; and (b) Ethisphere retains the right to use the 

numerical information and supporting data from which the Report was derived for future benchmarking 

and other analyses done for other Ethisphere clients, so far as Ethisphere ONLY uses this supporting 

data in a form whereby such information and data is aggregated with similar information of other 

Ethisphere clients and cannot be identified as data and information derived from work with VCU.

Design & Effectiveness Review
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Our findings are summarized in this Report, which comprises a review 

and evaluation of VCU’s existing ethics and compliance program and 

practices (not including the practices in place at the University’s 

hospital). VCU has worked to build out an overarching program that 

coordinates the activities of a number of University resources and 

provides an avenue through which to educate VCU employees, faculty, 

and students about the organization’s policies, procedures, and 

expectations around integrity as well as the channels available to raise 

concerns. 

As evidenced during the evaluation process, VCU is very engaged in 

implementing a best practices ethics and compliance program and 

framework. There is significant support at the University for the ethics 

and compliance program across the leadership team and at the board 

of visitors level. That said, the Chief Ethics and Compliance Officer 

lacks a documented reporting line to either of the committees at the 

Board of Visitors (“BoV”) responsible for overseeing the program; this is 

a departure from similarly-situated organizations that have emphasized 

a clear reporting line in response to changes to Chapter 8 of the 

Organizational Sentencing Guidelines in 2010, which strongly 

recommended a documented reporting line for the individual charged 

with running (not overseeing) the ethics and compliance program. 

We have laid out our key areas of recommendation in this 

executive summary, with significant further detail to be 

found in the remainder of the body of the report, including 

supporting data. In making these recommendations, we 

have taken into consideration VCU’s structure and the 

nature of its stakeholder base and risk profile. We have 

also considered the personnel change happening at the 

University with the retirement of Mr. Cole, the Executive 

Director for Audit and Compliance Services. We believe 

that each key recommendation is eminently practical and 

will significantly improve the ease of use of VCU’s 

resources and program for all employees and further 

enhance the perception of the Integrity and Compliance 

Office (“ICO”) as an important strategic function. 

Design & Effectiveness Review

Executive Summary
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From October 2018 through January 2019, Ethisphere conducted its review process on behalf of VCU. 

Ethisphere’s assessment processes looked at the following aspects of VCU’s programs and practices:

We based our findings on VCU’s answers to Ethisphere’s 2018 Ethics Quotient® (EQ) survey, submitted documentation covering 45 

different elements of VCU’s corporate activity, and interviews with 10 senior and operational leaders across the organization.
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VCU’s 2018 Assessment Summary Scorecard (page 8) provides a summary maturity classification for each element assessed. Below are 

the five maturity tiers used to describe each element of the University’s program, its color classification for visual reference, and a 

description of how to interpret each one. Refer both to Category Outcome Driving Factors and the full length Assessment Findings Report 

for additional information, data, and context for each Category Outcome selection. 

Privileged & Confidential  /  © Ethisphere 2019. All Rights Reserved   //

Category Outcome Label and Color 

Indicator

Category Outcome 

Description

Very Strong
Designates a best-in-class program or practice. A “very strong” label indicates a leading or mature practice 

that, in many respects, serves as an example of what other organizations should aspire to implement 

regardless of industry or structure.

Solid; Trending Very Strong
Components of a program that are trending very strong exceed expectations in many facets, yet provide 

further opportunities for enhancement in others. 

Solid
A classification of “solid” denotes expectations are being met for a given section; this section may be 

approaching best practice in a few areas, yet several opportunities exist to improve or otherwise enhance 

this area of the program.

Needs Attention; Trending Solid
When trending solid, a component of the program has capabilities that may be compliant or functional but 

lack in efficiency or efficacy, or are otherwise undeveloped. 

Needs Attention
This portion of the program is nascent or does not exist, requiring significant and immediate updating to 

achieve compliance with regulation or functional practice. Any category receiving a designation of “needs 

attention” should be elevated to the top of the Company’s priority list.

Design & Effectiveness Review

Summary Scorecard Methodology
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Assessment Area Summary Outcome Assessment Area Driving Factors

Program Structure & Resources Solid, Trending Very Strong

+ Solid access to leadership and BoV during tenure of recently-

retired Executive Director 

+  Excellent use of Compliance Advisory Committee 

- Staffing levels lagging below peers

- Open leadership role and lack of documented reporting line to BoV

Measuring and Communicating Around Ethical 

Culture
Solid

+ Coverage of ethical culture topics

- Participation rates and mechanisms used to measure perceptions

Written Standards Very Strong
+  Excellent Code

+ Strong policy governance practices

Training & Communications Needs Attention, but Trending to Solid 
- Opportunity to further empower managers as ethical role models

- Opportunity for improved communication planning

Risk Assessment, Monitoring & Auditing Solid, Trending Very Strong

+  Coordination with internal audit group

+  Excellent tracking of harassment and discrimination metrics

- Opportunity for use of additional metrics

Enforcement, Discipline & Incentives Solid

- Opportunity for coordination among investigative bodies

- Help managers understand how critical it is to alert ICO or HR to 

employee concerns; consider a simplified intake form for 

managers

Overall Solid, Trending Very Strong

+  Hyper-efficient use of available resources

+  Built a solid framework for future execution

- Opportunity to improve staffing levels

*Solid equals meeting best 

practice expectations. 

Design & Effectiveness Review

Summary Scorecard

= Needs Attention

= Needs Attention, but Trending to Solid 

= Solid

= Solid, Trending Very Strong

= Very Strong
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Executive Summary

Key Recommendations

Develop Regular Training Program for All 

Managers

For over a decade, survey after survey conducted by Ethisphere and others has 

shown that employees look to their direct supervisor for guidance on “how to get 

ahead” at the organization. While tone at the top is important, it is really the direct 

supervisor who sets the example in integrity, compliance, and much more. At the 

same time, not everyone who is promoted to a supervisory position comes into the 

role with the necessary tools and understanding about how to be an ethical leader. 

Recognizing this, VCU has put in place training modules that are specifically 

targeted at managers; the content in those modules is strong but not as 

comprehensively administered as we increasingly see at other organizations. For 

that reason, we strongly encourage the University to establish an overarching and 

coordinated manager professional development learning curriculum for all levels of 

managers, which would include new manager training as a part of onboarding for 

incoming managers and periodic refresher training for tenured managers. In 

particular, make sure that all managers are provided periodic manager-specific 

training on their responsibilities in supporting the University’s ethics and 

compliance program, such as creating an effective open-door environment, 

preventing retaliation in the workplace, using the proxy reporting functionality in 

the University’s case management system and how to handle an investigation in 

their area of the organization.

Streamline Communication Planning                          
VCU’s current training plan is a single-year plan with limited function-specific or 

risk-specific targeting. In addition, the University does not maintain a 

communication plan related to ethics initiatives. A robust training and 

communications plan—often developed in coordination with other control 

functions through a steering committee such as VCU’s Compliance Advisory 

Committee—allows the University the opportunity to pair training material with 

follow-up communications in a coordinated fashion that reinforces key 

messaging. The more targeted each piece can be, the more engaged the learner 

will be on average. The review team strongly recommends the University move 

to such a planning process.

Many of VCU’s peers are triangulating different sources of control data to look 

for potential hot spots (e.g., layering hotline matters, conflict of interest 

disclosures, turnover by manager/school or college, and phishing test results 

through coordination between Internal Audit, ICO, HR, and IS). Combining the 

places where each individual control function is seeing small problems can result 

in significant insights, as it is rare for only one control function to experience 

issues with a particular part of the business. Those insights can significantly 

inform training plans and make training more efficient and effective company-

wide. Some of this information could be obtained through systemic 

conversations at the Compliance Advisory Committee; making sure the 

information is tracked will be critical to gathering these insights.

Key Recommendation 2 Key Recommendation 1 
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Executive Summary

Key Recommendations

Consider ICO Staffing and Ethics Ambassador 

Program and Review Reporting Line for CECO

While the Integrity and Compliance Office has built good working relationships 

with other control functions and makes excellent use of its Compliance Advisory 

Committee, it remains hamstrung in its capabilities by its staff size, which is 

extremely lean for an organization of VCU's size. Consider seriously adding to the 

ICO's staffing either through the addition of full-time head count or through the use 

of graduate-level interns. Also consider whether implementation of a formal “ethics 

ambassador” program is appropriate to elevate the current coordination happening 

through the Compliance Advisory Committee to a level where it will be easier both 

to track activity and to reward those who are actively supporting the University's 

commitment to integrity.

Finally, we recommend reviewing the current reporting line for the CECO, as the 

University differs from similarly-situated organizations in its ad hoc reporting for the 

CECO herself to the relevant BoV committee(s) (reporting for the Executive 

Director is to the BoV, but the current trend is for the individual responsible for the 

program to have direct documented access to the appropriate board committee). 

Key Recommendation 3

Continue Consolidation of Case Management 

Systems

The University maintains several mechanisms through which to raise a concern, 

as well as multiple case management systems. While efforts are underway to 

consolidate onto a single system of record, for the time being, multiple systems are 

still in use. 

We are seeing a growing trend of organizations looking for one system of record 

so that the governing authority—in this case, the Board of Visitors—would have one 

overarching view into the issues and concerns being raised by the organization’s 

various stakeholders. Maintenance of multiple systems increases the risk of 

inconsistent discipline, makes meaningful root cause analysis more difficult, 

exacerbates differences in investigation processes, and creates the possibility of 

issues not receiving the appropriate level of follow up. We recommend VCU 

continue its excellent work to rapidly move toward the use of a single system, and 

further recommend that compliance area leads emphasize their support of such 

work, in conjunction with the appropriate members of senior leadership.

Key Recommendation 4
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Program Assessment Process

The Program 

Resources and 

Structure area 

looks at the 

extent to which 

the program is 

autonomous, is 

sufficiently 

resourced, and 

has appropriate 

authority. 

Efforts establishing 

an ethical tone at 

the top and middle, 

frequency that 

culture is 

evaluated, and 

methods and 

outcomes 

associated with 

Measuring 

Perceptions of 

Ethical Culture.
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10 Interviews of key stakeholders at the management and operational levels (see Appendix A for a list of individuals interviewed).

Examination of supporting documents relating to each component of the review and supporting answers provided to the EQ survey. 

This area evaluates 

the organization’s 

code of conduct, 

key standalone 

policies, and other 

relevant Written 

Standards.

An examination of 

information 

regarding the 

company’s current 

compliance 

Training and 

Communications 

program to 

determine the 

quality and 

effectiveness.

Risk Assessment, 

Monitoring, and 

Auditing practices, 

or how the 

company identifies 

its key risks and 

accordingly 

determines how to 

allocate resources. 

The area of 

Enforcement, 

Discipline, and 

Incentives looks at 

whether the 

organization 

enforces and 

encourages 

compliance through 

disciplinary 

measures and 

incentives.

Current state of program and practices using Ethisphere’s 2018 Ethics Quotient® (EQ) survey (VCU Response)

In
p

u
ts

Ethisphere developed our program assessment methodology in an effort to shine a light on extraordinary 

programs and practices, as well as to recommend actionable steps for the organization to take to move the 

program forward.

file:///C:/Users/Scott Stevenson/Documents/VCU - EQ Response.pdf
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This Report contains data points from Ethisphere’s 2018 World’s Most Ethical Companies (“WMEC”) data set. This data set provides

insights into the programs and practices of leading companies from around the world. The illustration below describes the 135 companies 

that comprise the data set referenced throughout the Report. 

From this data set, Ethisphere identified two segments to benchmark against VCU. First, 18 companies that identify as non-profit or not-

for-profit (“Sector Peers”). Second, 16 companies with employee population totals between 10,000 and 24,999 and annual revenue 

between $1 billion and $10 billion, excluding healthcare and financial services organizations (“Headcount Peers”). These two benchmark 

data sets are presented alongside the overall data set to provide a comparative view into the practices of companies similar to VCU. 

For the full list of WMEC companies visit: http://worldsmostethicalcompanies.ethisphere.com/honorees

Assessment Methodology

World’s Most Ethical Companies Benchmark Data Set
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Perceptions of Ethical Culture Section Description 

In reviewing VCU’s overall program structure and resource levels, Ethisphere first evaluates program structure and 

the manner in which overall responsibility for compliance oversight is assigned to high-level personnel. Guidance 

issued over the last decade from a variety of regulators (US DOJ, SEC, HHS-OIG, USSC, UK SFO, OECD, etc.), and we 

agree, that the organizational chart of a given organization sends a message about organizational priorities. Do 

those running the ethics and compliance program have a “seat at the table”? Additional examination is conducted 

to assess how resources and authority have been allocated to those individuals. In other words, is the program 

appropriately staffed for the size and complexity of the business?

Second, we review if members of VCU’s governing authority are actively engaged in the ethics and compliance 

program, whether they are knowledgeable about its content and operations, and whether they exercise reasonable 

oversight of that program.

Confidential  /  © Ethisphere 2019. All Rights Reserved   //

Section 1

Program Resources & Structure

Section Considerations:

 2018 Ethics Quotient survey 

responses

 Interviews with VCU 

leadership

 Supporting documentation 

evidencing resources and 

program structure

Key Program Resources & Structure Summary Recommendations

 Include the CECO in Cabinet level and senior staff meetings to provide program updates and coordinate with 

senior-most leaders

 Document the access of the CECO to the appropriate committee of the Board of Visitors and the frequency with 

which the CECO should provide updates to that committee

 Evaluate ethics and compliance staffing levels, given disparity between VCU and relevant peer groups

 Continue to ensure effective use of the Compliance Advisory Committee to address the possibility of silos of 

expertise as highlighted in the ERM section of the Integrity and Compliance Annual Report
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Program Resources & Structure
ICO Access to Leadership and the Board of Visitors

Finding: VCU’s Integrity and Compliance Office supports the compliance 

activities of the organization as a whole, existing as a bridge between the 

different schools and colleges as well as the employee base of the 

University. It provides guidance and training on VCU’s policies and 

procedures and oversees a variety of investigations and risk assessment 

activities. Oversight of the ICO is the responsibility of the Board of Visitors, 

which has assigned responsibility for the program to the Audit, Integrity, 

and Compliance Committee. That Committee received regular briefings on 

the activities of the program from the recently-retired Executive Director for 

Audit and Compliance Services. 

Under the Executive Director, the ICO had good access to University 

leadership, although Ms. Kniska, the University’s Chief Ethics and 

Compliance Officer, was not directly and regularly included in meetings 

with the President’s cabinet and was not regularly responsible for 

presenting data on the program to the Committee. In addition, the CECO 

does not have a documented reporting line to the appropriate committee of 

the Board of Visitors.

Recommendation: As the ICO transitions to a new leader with the 

Executive Director’s retirement, the review team strongly recommends the 

University re-examine the CECO’s access to the President’s cabinet. The 

seniority and independence of the function, both in form and in practice, is 

critical to the program’s overall success. While the Executive Director was 

a member of the President’s cabinet and reported regularly on the 

activities of the program, organizational charts and access to senior 

meetings send messages to the rest of the organization as to the 

University’s priorities. We recommend the University consider whether it is 

appropriate for the CECO to more regularly provide those updates herself. 

We also recommend the University consider the data on the following 

slides, which shows that a majority of peers provide the compliance 

function with significant input into strategic decisions and hiring decisions, 

and consider whether changes are warranted (see slide 22 in particular). 

In addition, VCU should seriously consider ways in which the CECO and, 

where appropriate, her team can have exposure to the Committee. In the 

2010 Organizational Sentencing Guidelines revisions, one of the changes 

was to recommend those with day-to-day responsibility for the program be 

involved in board reporting (not merely in the room). This change was 

specifically put in place to make sure those individuals had a good working 

relationship with the members of the governing authority responsible for 

oversight and would feel comfortable going to them with questions or 

concerns. 
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EQ 4A.1 Specify all job titles held by the person assigned overall ownership of the compliance and ethics 

program. (Multiple select)

Program Resources and Structure
Strong Reporting Lines for the Overall Program

Highlight denotes VCU survey response(s)

30%

0% 0% 0%

20%

0%

27%

7%
0%

17%

34%

0% 0% 3%
11%

3%

34%

0% 0%

14%

72%

2% 0%
4%

29%

5%

53%

4% 1%

26%

Chief
Compliance
and/or Ethics

Officer

Chief Executive
Officer

Chief Human
Resources

Officer

Chief Risk
Officer

General
Counsel or
Chief Legal

Officer

Compliance
and/or Ethics

Officer

Executive,
Senior, or Vice

President

Director Manager Other

Headcount Peers Sector Peers All Honorees
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38%

0%

19%

44%

17% 17%

6%

61%

23%

14%
7%

56%

0 - 50 percent 51 - 75 percent 76 - 90 percent 91 - 100 percent

Headcount Peers Sector Peers All Honorees

EQ 4A.3 What percentage of his or her time does the person assigned overall responsibility for the 

compliance and ethics program dedicate to that role?

Program Resources and Structure
Review Current Structure of the Program

Highlight denotes VCU survey response(s)
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89%

11%

100%

0%

94%

6%

Yes No

Headcount Peers (n=9) Sectors Peers (n=7)

EQ 4A.4 Given the person assigned overall responsibility for the compliance and ethics program is also the 

General Counsel and/or dedicates less than 90 percent of their time to the compliance and ethics role, is 

there a person in addition to the person with overall authority who is assigned day-to-day operational 

responsibility for the compliance and ethics program?

Program Resources and Structure
Managerial Oversight of Compliance and Ethics Program

Highlight denotes VCU survey response(s)
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63%

38%

86%

14%

73%

27%

Yes No

Headcount Peers (n=8) Sector Peers (n=7)

EQ 4A.5 When the person with overall responsibility for the compliance and ethics program communicates 

with the Board regarding the compliance and ethics program, is the person who is assigned day-to-day 

operational responsibility for the compliance and ethics program generally present?

Program Resources and Structure
Strong Board Interaction for the Program

Highlight denotes VCU survey response(s)
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13%

50%

38%

17%

56%

28%25%

39% 36%

Yes, notification is required before termination Yes, notification and approval is required before
termination

No, termination may occur without Board notification

Headcount Peers Sector Peers All Honorees

EQ 4A.7 Is there a documented policy or process requiring that the Board, a committee of the Board, or 

other governing authority be notified or approve before the person who has been assigned overall 

responsibility for the compliance and ethics program is terminated?

Program Resources and Structure
Audit Committee Feedback Regarding Performance and Compensation

Highlight denotes VCU survey response(s)
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31%

50%

13%
6%

39%

28%
22%

11%
16%

35%

21%
27%

The Board or the Board committee that
has oversight of compliance and ethics

The direct manager The direct manager with input from
 the entire Board

The direct manager with input from the
Board committee that has oversight of

compliance and ethics

Headcount Peers Sector Peers All Honorees

EQ 4A.9 Who makes compensation decisions for the person assigned overall responsibility for the 

compliance and ethics program?

Program Resources and Structure
Audit Committee Feedback Regarding Performance and Compensation
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100% 100% 100%
100%

94%
100% 100%

75%

94%100% 100% 100% 100%
94%
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81%

91%
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90%
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Headcount Peers Sector Peers All Honorees

EQ 4A.10 Identify which of the following authorities, if any, are granted to the compliance and ethics 

function? (Multiple select) 

Program Resources and Structure
C&E Authorities

Highlight denotes VCU survey response(s)
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Program Resources and Structure
Consider the Case for Additional Headcount and Implementing an 

Ambassador Program

Finding: VCU is behind the median for both its sector and headcount 

peers, having reported four full-time employee (“FTE”) equivalents 

dedicated to compliance and ethics functions/activities in the ICO. Median 

staffing numbers are reflected on the following pages. The University does 

not maintain an “ethics ambassador” network across the organization, 

although there is a robust Compliance Advisory Committee that allows 

significant coordination across functions, and with compliance area leads 

who are responsible for specific risk areas.

Recommendation: The University is making good use of related 

control functions like HR/Equity and Access Services (note, for purposes of 

this report, all references to HR include EAS unless otherwise noted) and 

Internal Audit across the organization, but as noted, does not maintain an 

ambassador program. Those liaisons and support are not FTE substitutes.

The FTE numbers provided for peers do, in most cases, include 

investigators, which at VCU fall within both the ICO team and the HR 

team. That said, even excluding the investigators from peer sizing 

analysis, the VCU team is lean for the organization’s size and revenue, as 

well as compared to sector peers. Ethisphere recommends considering 

whether there is a business case to be made for one or even two 

additional FTEs in the ICO, or perhaps implementing a grad-level intern 

program to get additional assistance. One trend we are seeing many 

companies examine now is adding someone with communications-specific 

expertise, to focus specifically on ethics-related communications.

In addition, consider whether to implement an ambassador-type program 

for the ethics office specifically. A majority of peers have leveraged 

individuals in the business to serve as on-premises representatives of the 

ethics program. These are generally individuals who work in other 

functions across the organization but are well-respected leaders to whom 

others look for advice. 
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Program Resources & Structure
Consider Increase in Resources to Match Peers

Table EQ 4A.19 – What is the approximate number of full-time employee (“FTE”) equivalents dedicated to 

compliance and ethics function/activities throughout your organization?

Sector Peers Headcount Peers All Honorees

Average FTEs 41 16 100.2

Median FTEs 21 12 22.5

Standard Deviation 19 20 381.6
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Program Resources and Structure
Robust Compliance Advisory Committee with Good Representation

Finding: The use of ethics and compliance steering committees to track 

issues, identify trends, and disseminate messages is becoming common 

among VCU’s peer groups, and VCU’s Compliance Advisory Committee is 

an excellent representation of this trend. Effective steering committees that 

are engaged and meet regularly are tremendous drivers of ethics and 

compliance programs, acting as a complementary resource to those 

responsible for ethics and compliance programs, as well as to supporting 

departments such as Human Resources, Legal, and Internal Audit. Such 

committees are usually made up of senior—but functional—representatives 

of the relevant control functions such as ethics, compliance, Human 

Resources, Internal Audit, IS, Risk, and other relevant functions as needed 

to address the organization’s specific circumstances. VCU’s committee 

includes representatives of every expected function. 

Recommendation: Our only concern with VCU’s current committee is 

its large size, which requires a disciplined attention to the agenda to 

navigate. Our interviews provided a general picture of a well-run meeting, 

but we caution the ICO team to remain diligent in this respect to maximize 

the value such a committee can bring, and to consider whether smaller 

groupings for specific topics might further its work. Meetings of this sort 

provide a significant opportunity for informal overlap of control function 

data.

There are a variety of things ordinarily discussed at peer organization 

steering committee meetings, many of which VCU currently includes. 

Leading practices we have seen include:

• Detailed discussions around training priorities and plans

• Using the committee to identify underutilized communication channels

• Reviewing risk assessment findings

• Additional opportunities to increase coordination 

• Ways to standardize investigations and reporting metrics

Ensure that the goals and priorities of the committee meetings are 

examined on a periodic basis to verify that the forum is providing the 

necessary support to drive ethics and compliance initiatives, such as 

promoting ethics and compliance initiatives. These may include the rollout 

of new manager materials, spotting ethics and compliance issues and 

trends, and sharing the responsibilities for ethics and compliance across 

the organization.
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100%

0%

100%

0%

98%

2%

Yes No

Headcount Peers Sector Peers All Honorees

EQ 4A.15 Does your organization have an internal committee dedicated to compliance and ethics?

Program Resources and Structure
Robust Internal C&E Committee with Good Cross-Functional 

Representation

Highlight denotes VCU survey response(s)
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EQ 4A.18 Indicate which topics are regularly discussed during the internal compliance and ethics committee 

meetings. (Multiple select)

Program Resources and Structure
Robust Internal C&E Committee with Good Cross-Functional 

Representation

Topics All Honorees Data Headcount Peer Data Sector Peer Data

Overall program performance and key program initiatives 96% 92% 100%

Hotline and reporting statistics 95% 94% 94%

Misconduct investigations and resolutions 92% 89% 89%

Compliance training and communication initiatives 96% 94% 100%

Compliance program assessment 92% 86% 100%

Program benchmarking 92% 89% 100%

Compliance and ethics risk management 96% 97% 100%

Culture of ethics 94% 94% 94%

Significant regulatory updates 97% 94% 100%

Information security 85% 81% 100%

Privacy risk management 83% 78% 94%

Industry trends 95% 94% 94%

Other topics 42% 47% 56%

Highlight denotes VCU survey response(s)
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Perceptions of Ethical Culture Section Description 

In order to have an effective ethics and compliance program, an organization must understand the culture of its 

workforce and continually measure the organization’s overall ethical health and compliance environment. 

Ethisphere views and evaluates the ethical climate at a particular organization by systematically measuring 

employees’ perceptions across several key areas. Are employees aware of where to find compliance resources? Are 

those in leadership and management positions viewed as trustworthy? Do employees experience any degree of 

pressure to compromise VCU’s standards of conduct to meet business objectives? Is it believed that the rules (and 

corresponding penalties for breaking them) are fair? 

Confidential  /  © Ethisphere 2019. All Rights Reserved   //

Section 2

Perceptions of Ethical Culture

Section Considerations:

 2018 Ethics Quotient survey 

responses

 VCU’s 2017 Ethical Culture 

Survey Data 

Summary Recommendations

 Enhance the presence of leadership in training courses

 Expand demographics and enhance participation in future culture survey initiatives 



29Confidential  /  © Ethisphere 2019. All Rights Reserved   //

Perceptions of Ethical Culture
Feature Leadership Prominently in Training Courses

Finding: In the training examples and outlines provided, the review team 

could not locate an instance where an executive other than the University 

President introduced a training topic. 

Additionally, based on the 2017 VCU culture survey data provided to the 

review team, it appears there is a slightly less favorable perception among 

University employees that those in leadership positions demonstrate 

integrity and ethical behavior. 

Recommendation: Recent analysis of Ethisphere’s global Culture 

Quotient© revealed employees’ positive perception of the quality and 

effectiveness of the ethics and compliance function's efforts in 

communicating, training, and support correlates strongly with positive 

perceptions of the conduct, values, and communications of senior 

leadership (correlation coefficient of 0.85). 

The review team suggests that VCU utilize messages from a variety of 

senior leaders—or heads of schools—in its cornerstone training courses. 

The correlation mentioned above suggests doing so would further evince 

the authenticity of the tone at top. Diversifying the voices delivering 

messaging about the importance of ethical conduct could also expand its 

reach to all corners of the University; in particular, try to link specific topics 

to particular leaders for whom those risks present particular challenges. 
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Perceptions of Ethical Culture
Consider Expanding Demographics in Upcoming Surveys

Finding: VCU has conducted a University-wide culture survey every 

other year. Conducting an ethical culture survey on a periodic basis is a 

best practice shared by a majority of peers.  

A well-structured ethical culture survey can be a tremendously valuable 

tool in identifying those areas of the business where employees have 

concerns about speaking up, or areas where managers are doing a 

particularly good job in supporting the integrity message. That said, robust 

demographic information and a significant response pool are both key to 

making sure that such an analysis is possible. In addition, a broad set of 

questions is recommended to provide the compliance function with 

adequate insights to improve the program.

Recommendation: As shown in the following slides, VCU’s culture 

survey response rate is lagging behind its peers.

We suggest considering additional ways to bolster participation. For 

instance, explore what kind of communication opportunities might exist to 

explain to employees how much the University wants their input. If there is 

feedback the University received in the last survey that led to a change in 

process, providing that information to employees as a practical “this is why 

your insights matter” example should help to increase the response rate.

Another way to bolster response rates is to monitor survey participation in 

real-time across all units during the runtime period. That way, targeted 

communications can be deployed mid-survey to encourage participation in 

needed areas. 

In addition, look closely at the demographic information that was gathered 

as part of the last survey exercise. On average, companies that do our 

ethical culture and perceptions assessment collect six different 

demographic identifiers, which allows for extensive analysis once the 

survey is closed. 
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EQ 4G.2 What percentage of your total global workforce was offered the opportunity to participate in your 

organization’s most recent Dedicated Culture Survey?

Ethical Culture & Tone
Ethical Culture & Compliance Perception Assessment

Highlight denotes VCU survey response(s)
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VCU response 
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excludes student 

workers
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Headcount Peers Sector Peers All Honorees

EQ 4G.4 Of the employees who were provided the opportunity to respond to your survey, what percentage 

actually responded?

Ethical Culture & Tone
Ethical Culture & Compliance Perception Assessment

Highlight denotes VCU survey response(s)
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WME Honorees Headcount Peers Sector Peers

Survey Topic

Awareness of compliance resources 94% 100% 86%

Ethical leadership or tone from the top 89% 86% 100%

Manager's ethical leadership 89% 86% 100%

Whether the employee has observed misconduct 86% 71% 86%

Whether the employee is comfortable reporting misconduct 85% 100% 100%

Perception of the compliance and ethics function 82% 86% 86%

Organizational justice 81% 86% 93%

Peer environment and culture 80% 57% 86%

Effectiveness of the Code 69% 71% 57%

Effectiveness of policies 68% 71% 50%

Effectiveness of compliance training 66% 86% 64%

Whether the employee feels pressure to commit misconduct 61% 57% 79%

Whether the employee would recommend to take a job at the organization
28% 0% 50%

Ethical Culture & Tone
Organizational Health and Culture Assessment

EQ 4G.10 Which topics are included in the Dedicated Culture Survey? (Multiple select)

Highlight Indicates VCU Responses
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Written Standards Section Description 

Ethisphere evaluates the organization’s written code of conduct, key standalone policies, and other relevant 

standards. Well-written, comprehensive, and well-communicated policies, procedures, and controls play a critical 

role in preventing and detecting misconduct, reducing the likelihood of violations, and ensuring a satisfactory state 

of compliance for an organization. 

Written standards must be literally available, meaning that an employee can find the documents, as well as 

linguistically available, meaning the employee could understand the behavior expected of them after reading the 

policy. 

Privileged & Confidential  /  © Ethisphere 2019. All Rights Reserved   //

Section 3

Written Standards

Section Considerations:

 VCU’s Code of Business Conduct

 VCU’s Supplier Code of Business 

Conduct

 2018 Ethics Quotient survey 

responses

 Key VCU Policies

Written Standards Summary Recommendations

 Make Code more easily accessible on VCU’s website

 Consider addressing additional risk areas

 Revise Code to lower grade level and simplify language

 Lower grade level of policies

 Create a true Supplier Code of Conduct
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Written Standards
Consider More Prominent Location for the University’s Code

Finding: VCU’s Code of Conduct (“Code”) was most recently updated in 

2018. It is a bit difficult to locate on the University’s website; the review 

team had to click through several different sections to find the document. 

The Code is presented as an interactive eBook (which can be downloaded 

as a static PDF), and an ADA-accessible PDF of the text is also provided.

The Code addresses many of the expected risk areas and generally 

provides sufficient practical guidance, as well as ample links to outside 

resources, including policies, infographics, web sites, and even videos. In 

particular, the review team was impressed by the video addressing 

diversity and inclusion. In light of the increasing emphasis on this issue in 

the ethics and compliance space, VCU is to be commended for this 

messaging. 

However, the Code does not address several risk areas we would usually 

expect to see. For example, we could not locate discussions of gathering 

information appropriately (e.g., other researchers) or protecting third 

parties’ information (e.g., partners or other entities who provide the 

University with information in order to do work collectively). In addition, the 

discussion of anti-corruption does not define “bribe” or “kickback,” which 

could make it difficult for employees to recognize potential issues and 

understand what behaviors are expected of them. 

The Code uses good inclusive “we” language, though its sentence structures 

are sometimes more complex. At grade 15, the Code’s reading level is above 

Ethisphere’s recommended range of grade 10 to 12. While we understand that 

many VCU employees are highly educated and capable of reading at such a 

level, using complex language can lead to reader fatigue.

VCU’s Code makes good use of stakeholder- and values-based language. This 

communicates the “why” behind ethical conduct and helps employees better 

understand the importance of their own actions. The Code’s layout is highly 

engaging and clearly branded to the University, with excellent organization-

specific images. To help readers navigate the resources and links it provides, 

the Code includes a section at the end called “Decoding Our Code.”

(*Recommendation on subsequent page)
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Written Standards
Consider More Prominent Location for the University’s Code

Recommendation: On the whole, the review team was very impressed 

with VCU’s Code. Creating an interactive eBook is a leading practice that 

we are seeing more and more innovative programs implement. We 

recommend making the Code easier to access. Consider placing a link on 

the front page of VCU’s website or on the “Mission and History” page.

Upon the next revision of the Code, consider expanding the risk topic 

discussions to ensure that all relevant topics are addressed. In addition, 

VCU may wish to review the Code with an eye to simplifying language 

where possible.

While the “Decoding Our Code” section is helpful, it may be more useful to 

readers at the start of the document, so they can use this information to 

make the most of the Code as they read it. Consider moving this section to 

the beginning of the Code.
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Written Standards
Revise Reading Level of VCU Policies

Finding: Ethisphere reviewed a handful of key VCU policies and 

interviewed the University’s senior policy and compliance specialist. When 

reviewing policies, Ethisphere considers many of the same factors as it 

does for codes of conduct, but places particular emphasis on three areas: 

readability and tone, comprehensiveness of content, and ownership 

information. Our standard is, “If I were a organization employee, could I 

find this policy? If so, would I read this policy and understand what I was 

supposed to do or not do, and where to go with questions?”

VCU maintains a library of standalone policies, many of which are publicly 

available online. Its “policy on policies” clearly describes the process of 

creating, updating, and managing policies, and the organization has 

dedicated personnel to following that process. At the moment, it is fairly 

manual, with limited technology-enabled workflow management, but the 

University runs an annual workshop on writing policies and has developed 

a style guide to ensure consistency and governance process to ensure 

appropriate reviews and approvals. 

The vast majority of the policies that VCU provided employ a standard 

structure, with the notable exception of the FCPA policy which is purely 

website text. The structure includes all of the elements we would expect to 

see, such as ownership information, definitions of key terms, and FAQs. 

The policies are very comprehensive and provide good practical guidance, 

but they are written in somewhat impersonal, authoritative third-person 

language that is at times rather complex. For example, the Intellectual 

Property Policy registers at a grade 17, or a graduate school level. As with 

the Code, we understand that many of VCU’s employees may be capable 

of reading at this level. However, such complex language can often lead to 

reader fatigue and reduce the likelihood that employees will truly absorb 

the policies’ guidance.

Recommendation: Ethisphere recommends that VCU consider 

devoting some resources to reviewing and revising its ethics and 

compliance policies to make them easier to read. Many organizations are 

adopting a standard reading level for policies; we generally recommend 

that policies should be written around a grade 12 level, to allow employees 

to easily read and retain the important guidance they offer. That said, if the 

University wants to vary the reading level by topic, that is also a common 

practice, and in that case we recommend carefully considering the typical 

audience for a given topic and adjusting language accordingly. Whichever 

approach is taken, be sure to include a readability analysis as part of the 

policy approval process to ensure this question is a standard 

consideration.

While we understand that FCPA is a lower risk area for the University, we 

also recommend developing a FCPA or anti-bribery policy to replace the 

current website language.
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Written Standards
Ethics and Compliance Policy Distribution 
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40%

Based on risk, some
policies are sent at
least annually via
email, either as

attachments or as a
link to downloadable

file(s)

All policies are
provided on an

 site or portal that is
accessible across the

entire enterprise

Based on risk, some
policies are provided
in hard copy at least

annually to those
employees without

computer or internet
access

Policies are translated
into all languages

necessary to educate
the employee base on
the applicable risk or

topic

Hyperlinks to policies
are included within

some of our training

Policies are provided
as part of training

Our policies are
distributed in a unique

fashion

Headcount Peers Sector Peers All Honorees

EQ 4C.6 How are ethics and compliance policies generally distributed throughout your 

organization? (Multiple select) 

Highlight denotes VCU survey response(s)
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EQ 4C.5 Select the risk topics from the list below that are addressed in your organization’s written policies 

separate from the Code. 

Written Standards
Written Policies by Risk Topic

Topics All Honorees Data WME Headcount Peer Data WME Sector Peer Data

Information security 100% 100% 100%

Gifts and entertainment 99% 100% 100%

Equal employment opportunity 99% 100% 100%

Data privacy 99% 100% 100%

Workplace health and safety 99% 100% 100%

Confidential information 99% 100% 100%

Procurement integrity 98% 100% 100%

Workplace harassment 97% 100% 100%

Social media 97% 100% 94%

Records management 97% 100% 100%

Fair employment 96% 100% 94%

Conflicts of interest 96% 100% 100%

Financial integrity 96% 100% 100%

Non-retaliation 96% 100% 91%

Protecting organization assets 95% 94% 100%

Anticorruption 94% 100% 78%

Highlight denotes VCU survey response(s)
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Written Standards
Consider Adopting Supplier Guidance

Finding: VCU provided several documents outlining procurement 

guidelines and how suppliers are expected to do business with VCU. 

However, these documents do not describe the ethical conduct expected 

of suppliers as they represent VCU, which we would typically expect to see 

in a Supplier Code of Conduct.

Recommendation: Ethisphere recommends that VCU create a true 

Supplier Code of Conduct to outline the ethical commitments that suppliers 

must meet. Such documents typically address many of the same risk 

areas as employee codes of conduct, such as bribery, conflicts of interest, 

harassment and discrimination, and gifts and entertainment. They 

generally also state the organization’s right to audit suppliers and the 

expectation that suppliers will train their employees on ethics and 

compliance-related topics. Supplier codes are briefer than employee 

codes—generally about 3000 words in length.
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Training & Communication Section Description

Ethisphere examines information regarding the organization’s current compliance training and communications 

programs to determine their quality and effectiveness. 

Ethisphere seeks to ascertain whether initiatives are adequately planned and periodically evaluated for effectiveness, 

and whether the training is mandated for all employees, including senior management. Ethisphere also reviews 

whether this training obligation is ongoing and effective, including how the organization enforces its training 

requirements. 

Lastly, Ethisphere reviews the extent to which the organization is providing information to managers on their special 

role in supporting the ethics and compliance program. Research continues to provide us with data indicating that 

immediate supervisors are not only the most likely source for information regarding an employee concern, but they are 

also the most looked-to role model for appropriate behavior. As a result, training these individuals to provide the right 

example of “how we do things here” is critically important to the success of the program and support of the culture.

Privileged & Confidential  /  © Ethisphere 2019. All Rights Reserved   //

Section 4

Training & Communication

Section Considerations:

 2018 Ethics Quotient survey 

responses

 Interviews with VCU 

leadership

 Key documents evidencing 

the training and 

communications program at 

VCU

Key Summary Training & Communication Recommendations

 Keep learners engaged through mature training mechanisms such as progressive course difficulty

 Review current systems to identify places where “just in time” training can be deployed

 Deploy a planning approach that incorporates training and communications strategies together

 Further equip managers with information (and resources) about their responsibilities to support the program

 Leverage the relationship with other leaders to diversify the voices delivering the integrity message around VCU
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Training & Communications
Consider a Multi-Year Training and Communications Plan

Finding: VCU’s current training planning process is focused on 

University-wide mandatory training, which occurs yearly. Specific additional 

training on particular risk areas is also deployed. The training outlined is 

risk based, but the University utilizes limited function-specific training. In 

addition to ethics and compliance training, other functions (such as Human 

Resources and IS) also deploy training. Our interviewees were divided on 

how well coordinated those efforts currently are across functions. 

VCU is not currently utilizing its Compliance Advisory Committee to plan 

out risk-specific training in a holistic fashion between functions, although 

the topic is often discussed as part of broader discussions with that group.

While this activity is outside our review process, the review team was 

made aware of current ongoing efforts to assess training using the 

Compliance Advisory Committee, and commends the ICO for this effort.

Recommendation: Ethisphere recommends that the University review 

its current training plan and look to expand into multi-year planning, as 

nearly all peer companies do. This is a place where the Compliance 

Advisory Committee might be especially impactful, identifying work other 

control functions are doing that the ICO might be able to leverage for its 

purposes, or identifying particular times where other training is being 

deployed that might preclude ICO-deployed training. 
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Headcount Peers Sector Peers All Honorees

EQ 4E.2 Does your organization have a formally documented compliance and ethics training curriculum or 

plan? 

Training and Communications
Document C&E Training Curriculum

Highlight denotes VCU survey response(s)
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EQ 4E.3 Select the following that apply to your organization’s compliance and ethics training curriculum or 

plan. (Multiple select)

Training & Communications
Opportunities to Mature Training and Communications Planning
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EQ 4E.4 How does your compliance and ethics training curriculum or plan define target audiences? (Multiple 

select) 

Training & Communications
Revise Training Plan

VCU was not presented the question due to survey skip logic.
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EQ 4E.6 Indicate how the following targeted, risk-specific training programs are administered to employees 

in addition to or instead of Code of Conduct training. (Multiple select) 

Training & Communications
C&E Training Best Practices 

All Honorees Data

Training delivered asynchronously 

(i.e., on-demand) using online or 

digital modalities

Training delivered synchronously  

(i.e., live) using online or digital 

modalities

Training delivered synchronously  

(i.e., live) using in-person training 

sessions

Anticorruption/bribery 41% 23% 36%

Antitrust/competition 39% 23% 38%

Confidential information 45% 22% 33%

Conflicts of interest 42% 24% 35%
Data privacy laws and regulations relevant to employee, customer, or 

consumer data 45% 23% 33%

Equal employment opportunity/diversity/discrimination 46% 23% 31%

Fair employment/labor standards 44% 23% 33%

Financial integrity and fraud 44% 22% 34%

Gifts and entertainment 42% 23% 35%

Information technology 47% 22% 30%

Non-retaliation policy and/or whistleblower protections 43% 21% 36%

Procurement integrity/dealing with supplier/supply chain oversight 41% 21% 38%

Records management and retention 46% 22% 32%

Social media 50% 30% 30%

Workplace harassment 45% 33% 33%

Workplace health and safety 42% 36% 36%
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Training & Communications
Consider Additional Mechanisms to Incentivize Completion of Training 

and Mature Just-in-Time Training

Finding: As noted, most of VCU’s current training is University-wide, 

although risk-specific training is deployed on sanctions and anti-corruption 

risk as needed. Our interviews indicated that training is an area where the 

colleague experience has been mixed in terms of coordination between 

departments, although the current training was praised as more engaging 

than prior years. Our interviews also indicated that, while the University’s 

training completion rates are high, the process of achieving those rates is 

a manual one, with the burden largely falling on the ICO team with the 

assistance of HR. The review team will note that the new Learning 

Management System (LMS), launched in February 2018, has assisted with 

achieving on-demand feedback for all managers.

Recommendation: Ethisphere recommends that the University look at 

available systems to identify places where “just in time” training can be 

deployed. An example is a travel booking system. Compliance officers are 

starting to insert red flag notifications into those systems for travel to 

certain countries, which would trigger a short course or communication to 

that employee of the rules regarding travel in that jurisdiction (e.g., an 

employee traveling to Russia would get a reminder about information 

security concerns and the gift and hospitality levels in that country). 

Similarly, before receiving approval to attend an industry event, employees 

might have to take a short antitrust course. Ethisphere recommends 

raising this option internally and examining the systems the University 

might use to implement such an approach beyond the work currently being 

done by the Office of Research and Innovation.

In addition, consider ways to streamline the process of achieving high 

training completion rates. In addition to leveraging HR, which the ICO 

currently does, as well as (where appropriate) an employee’s manager, we 

are seeing organizations institute incentives for those units that complete 

their training first, thus highlighting those who achieve compliance as 

opposed to those who lag. Consider whether such an approach could be 

utilized at the University, especially if led by more senior University 

personnel. 
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EQ 4E.9 How does your organization encourage or enforce completion of compliance and ethics-related 

training? (Multiple select) 

Training & Communications
Consider Additional Mechanisms to Incentivize Completions

Highlight denotes VCU survey response(s)
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Headcount Peers Sector Peers All Honorees

EQ 4E.8 Which of the following compliance- and ethics-related training practices does your organization 

utilize? (Multiple select) 

Training & Communications
Consider Mature Training Practices that are Function-Focused

Highlight denotes VCU survey response(s)
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Training & Communications
Establish Manager Professional Development Curriculum

1Dimitrief, Alex, Integrity Matters podcast audio, October 3, 2017, https://bela.ethisphere.com/integrity-matters/, 6:30

Finding: As noted in the “Ethical Culture and Tone” section, managers 

are not consistently provided with targeted training about all of their special 

responsibilities to support the University’s ethics and compliance program, 

especially among those manager groups with higher levels of turnover. HR 

is providing managers with statutorily required training around harassment 

and related topics.

As Alex Dimitrief, former General Counsel of GE, notes in his Integrity 

Matters podcast, there is no better messenger for an ethics program than 

your direct leader. Actively promoting your individual perspective on an 

issue is tremendously impactful (see also Integrity Matters at 29:29).

Recommendation: As already identified during Ethisphere’s 

interviews, there clearly is an opportunity to further equip managers with 

information about their responsibilities to support the ethics and 

compliance program and, more importantly, the resources to assist them. 

We recommend establishing a manager professional development learning 

curriculum for all levels of managers, which would include training for all 

existing managers as a level-setting exercise, new manager training as a 

part of onboarding for incoming managers, and periodic refresher training 

for tenured managers. The content should cover addressing employee 

concerns, actively listening to employee concerns, incorporating ethical 

decision-making into conversations with direct reports, creating an open-

door environment, the University’s commitment to non-retaliation, the 

investigation process and, most importantly, understanding why all of that 

matters. Peer practices in this area are set out in the following slides. 

Also consider whether there is an opportunity for more experienced 

managers to “mentor” newer managers to make sure they are prepared for 

the scope of their responsibilities.
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Headcount Peers Sector Peers All Honorees

EQ 4E.10 Does your organization provide targeted training to managers with direct reports on their special 

responsibilities with regards to compliance and ethics? 

Training & Communications
Manager Training Is Broadly Distributed

Highlight denotes VCU survey response(s)
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EQ 4E.11 Select the following that applies to the manager training on compliance and ethics. (Multiple select)

Training & Communications
Establish Manager Professional Development Curriculum

Highlight denotes VCU survey response(s)
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Headcount Peers Sector Peers All Honorees

Training & Communications
Establish Manager Professional Development Curriculum

EQ 4E.12 Select the following topics that are addressed by the manager training on compliance and ethics. 

(Multiple select)

Highlight denotes VCU survey response(s)
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Training & Communications
Develop a Documented Communication Plan for Ethics-Related 

Initiatives

Finding: VCU maintains a yearly communication plan for ICO-related 

initiatives that includes materials from the University’s newest vendor, 

Broadcat. While senior leaders are more than willing to support the 

program, such activities are more ad hoc than matched to training and 

other University events, and the majority of messages are delivered by the 

ICO or other related control functions, and not by other leaders across the 

University. 

The University is making good use of real-life fact patterns in its current 

communications, however, which is a leading practice.

Recommendation: As the next slide indicates, the vast majority of the 

University’s peers maintain a documented communication plan that covers 

communication activities from multiple functions. For half of similarly-

situated organizations, that plan covers multiple years (most commonly 

two years), which allows for greater visibility into topics to be covered as 

well as additional planning around meetings that might provide a good 

forum for messaging. The review team recommends the University move 

to such a planning process, and incorporate topics that are planned by 

compliance area leads in addition to ICO-directed initiatives.

In addition, examine opportunities to diversify the voices delivering integrity 

messaging by, for example, asking heads of schools or colleges to utilize 

one of their gatherings to discuss a particular issue. This has two 

advantages: first, it moves the conversation away from email, which can 

often get lost, and second, it allows the local leader to put the topic in her 

own words, which her direct reports will often find more impactful. This 

may be one place where the Compliance Advisory Committee could be 

particularly impactful, especially around major initiatives.
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94%

6%

89%

11%

96%

4%

Yes No

Headcount Peers Sector Peers All Honorees

EQ 4E.15 Does your compliance and ethics function maintain a documented compliance and ethics 

communication plan? 

Training & Communications
Opportunities to Expand Compliance and Ethics Communications Plan

Highlight denotes VCU survey response(s)
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Headcount Peers Sector Peers All Honorees

EQ 4E.16 Select the following that apply to your organization’s compliance and ethics communications plan. 

(Multiple select)

Training & Communications
Opportunities to Expand Compliance and Ethics Communications Plan

Highlight denotes VCU survey response(s)
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EQ 4E.20 Select which types of communication involving senior executives outside the compliance function, such 

as the CEO, are used to discuss compliance and ethics within your organization.

Communication Modalities All Honorees Data Headcount Peer Data Sector Peer Data

Personalized letter of introduction to the written Code of 

Conduct
93% 100% 94%

Personalized introduction to compliance and ethics training
83% 81% 67%

Emails to the workforce 90% 94% 83%

Onboarding video 57% 44% 61%

Intranet site video 60% 56% 44%

Podcast 7% 0% 0%

Town hall meetings lead by senior leadership 87% 94% 83%

Internal meetings involving senior leadership 96% 94% 94%

Interactive Q&A forum, chat functionality 37% 38% 44%

Compliance and ethics blog by member(s) of senior 

leadership
33% 19% 22%

Newsletter 55% 31% 72%

Social media 40% 50% 22%

Training & Communications
Opportunities to Expand Compliance and Ethics Messaging

Highlight denotes VCU survey response(s)
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EQ 4E.22 Does the compliance and ethics function include examples of real world ethical or compliance 

dilemmas or issues in their communications?

94% 94%

0%

94%
89%

0%

91%
87%

2%

Yes, we use things that have happened outside our
organization

Yes, we use things that have happened at our
organization

No

Headcount Peers Sector Peers All Honorees

Training & Communications
Communicate About Real-Life Events

Highlight denotes VCU survey response(s)
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Training & Communications
Review Training Effectiveness Metrics

Finding: VCU is tracking to peer companies in some of the key 

measures of effectiveness it is currently utilizing to measure whether 

training is working. This is an area of continuing challenge for many 

organizations. After all, the average learner retains approximately 10 

percent of what we see, 30 to 40 percent of what we see and hear, and 90 

percent of what we see, hear, and do (see “Adult Learning,” by Malcolm S. 

Knowles, The ASTD Training & Development Handbook: A Guide to 

Human Resource Development, Robert L. Craig, editor, 1996).

Very little compliance training targets all three types of learning. Measures 

of training effectiveness like post-training quizzes are extremely common, 

and the University is using them, but while they measure immediate 

comprehension of the material, their longer-term utility in measuring 

behavior change is limited. 

Recommendation: As the chart on the following page reflects, most of 

VCU’s peers are using a variety of methods to measure training 

effectiveness. One key measurement method that the University is not 

currently utilizing is policy access. Spikes in access to particular policies, a 

spate of questions about a particular area, or a series of reports on a 

particular issue can all be indications that training is working. While our 

interviews suggested that ICO personnel or HR personnel are seeing that 

kind of activity, especially following training, the University is not collecting 

that information in a format where it can be easily utilized. One potential 

half-step might be a regular short survey to compliance area leads or 

managers on a quarterly basis asking them to rank the areas they’re 

getting questions on (i.e., please rank the following topics from first to last, 

etc.). Another option is to raise the regular request made at the 

Compliance Advisory Committee for trends to something more formal. 

A little more than a quarter of peers are utilizing knowledge assessments—

spot quizzes, either online or via audit questions—that measure retained 

knowledge. Fifty percent of Industry Peers are tracking policy access, 

looking for spikes that indicate a particular course or modality hit a nerve. 

Of course, the ability to do so requires a robust case management system 

utilized by all relevant parties that also captures open-door reports to the 

extent feasible, as well as a process of tracking click metrics on University 

materials. 
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EQ 4E.14 Identify which of the following methods you utilize to measure the effectiveness of your 

compliance training. (Multiple select)

Training & Communications
Explore Additional Methods to Evaluate Training Effectiveness

Highlight denotes VCU survey response(s)
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Risk Assessment, Monitoring & Auditing Section Description

Section 5 focuses on how the organization identifies its key risks and accordingly determines how to allocate related 

resources (both inside the compliance function and outside of it). This includes determining whether the organization 

conducts periodic evaluations of the effectiveness of its ethics and compliance program, as well as whether it uses a 

risk assessment system to evaluate the organization’s high-risk areas. Supply chain oversight systems and anti-

corruption compliance efforts are taken into account, as applicable. Ethisphere also evaluates whether the 

organization employs auditing and monitoring systems designed to prevent and detect misconduct. Among other 

things, it looks into whether the organization operates a whistleblower system, providing employees mechanisms by 

which they can anonymously report misconduct and seek guidance on issues or questions. In addition, organizations 

have made tremendous progress over the last decade in consolidating their case management systems into an 

integrated tracking platform, and we review the extent to which efforts are being made to utilize such an approach. 

Finally, Ethisphere reviews whether the organization is using reasonable efforts to exclude from positions of high 

authority any individuals who have engaged in illegal activities or other improper conduct. 

Privileged & Confidential  /  © Ethisphere 2019. All Rights Reserved   //

Section 5

Risk Assessment, Monitoring & Auditing

Section Considerations:

 2018 Ethics Quotient survey 

responses

 Interviews with VCU 

leadership

 Key documents evidencing 

risk assessment, monitoring 

and auditing efforts

Key Risk Assessment, Monitoring & Auditing Summary Recommendations

 Bolster the current risk assessment process using systematic metrics, such as usage of ICO resources

 Continue implementation of new processes around individual and institutional conflicts of interest monitoring

 Continue work to integrate case management systems and review current use of root cause analysis
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Risk Assessment, Monitoring & Auditing
Enhance Risk Assessment Process Using Data as Part of Root Cause 

Analysis
Finding: VCU maintains a robust and multi-function risk assessment 

process, with the ICO partnering closely with Internal Audit in assessing 

risk. The process includes collaborative sessions and multiple 

stakeholders. In addition, the University’s conflicts of interest disclosure 

system has been significantly upgraded and will provide interesting metrics 

for use in future risk analysis. Current use of systemic metrics, such as 

phishing rate failures, is limited but our interviews suggested interest in 

adding data sources to the process. The current process of aligning 

budget to risk appetite is also limited. 

The University is not currently utilizing a routinized root cause analysis 

process on all investigations, regardless of reporting source, although our 

interviews indicated that both HR and the ICO are interested in doing so 

and are doing so on major inquiries, and that root cause is a regular 

documented practice in the Internal Audit team.

Recommendation: The University’s risk assessment process, while 

strong, could benefit from a more systematic use of metrics, such as on 

manager usage of resources, open rates on emails from ICO, data 

associated with other integrity-related messaging, and more. 

Ethisphere recommends that VCU also consider finding a place in the 

process for additional information gathering, perhaps through Internal 

Audit’s site visits. We see organizations arming Internal Audit with three to 

four questions to ask people in order to assess awareness of resources 

and comfort level in raising concerns (see, e.g., the Kaplan and Walker 

blog post titled “Audit Interviews Regarding Employee C&E Knowledge,” 

available at kaplanwalker.com). 

Additionally, consider the current root cause analysis process on 

investigations. We are increasingly seeing companies not only conduct 

root cause analysis on substantiated cases, but also on unsubstantiated 

cases from a cultural perspective. In other words, the organization will ask, 

“What caused this person to raise this concern?” Even if there was not a 

code or policy violation involved, there is still information to be gathered by 

asking about motivations. Our observation is that there is often a cultural 

component that may need to be addressed. 

Finally, identify places where budget and risk appetite could be more 

closely aligned; this will allow the University to full unlock the power of a 

solid risk assessment and leverage coordinated activities more easily.
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Risk Assessment, Monitoring & Auditing
Continue Integration of Case Management System Usage

Finding: VCU maintains several different ways to raise a concern depending 

upon your role at the organization, including a hotline, the Maxient system, the 

HR function, and the Ombudsperson. As a result, the organization also has 

historically maintained multiple tracking systems, although steps have been taken 

to rapidly align the Convercent case management system as the primary system 

along with the Maxient system. HR responsibility is also bifurcated depending on 

function; faculty HR matters are under the Office of the Provost. 

The Convercent system includes proxy reporting functionality, and managers 

have received training on how to use that proxy reporting system to easily submit 

issues raised directly to them into the Convercent system. 

Responsibility for investigations is shared by different functions, primarily Student 

Affairs, HR/EAS, and the ICO, with support from other functions like IS as 

needed. ICO oversees those investigations that come in to their tracking process, 

even if those investigations are conducted by others. In-person meetings are 

utilized to coordinate investigations with a variety of groups (VCU Health 

Sciences, multi-functional VCU Health System Coordination Meetings, and a 

‘trends and themes’ university quarterly meeting), as well as one on one 

meetings. A broader review of trends is also conducted at Compliance Advisory 

Committee meetings.

Maintaining multiple systems makes it challenging to ensure that the same 

disciplinary approach is being followed for similar misconduct. “Lessons learned” 

analysis is conducted on certain cases, primarily those involving allegations of 

sexual violence. Review of discipline for calibration across the organization 

appears to have been ad hoc.
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Risk Assessment, Monitoring & Auditing
Continue Integration of Case Management System Usage

Recommendation: Our dataset indicates that, on average, 65 percent 

of those employees who saw something reported it to their manager. As a 

result, ensuring that managers can easily route misconduct matters into 

the case tracking system and understand the reasons why doing so is 

important. The ICO has strong practices to make sure managers 

understand the proxy reporting process, and we recommend that 

continues to be an area of focus. 

Utilizing one consistent system with consistent tagging of issues, root 

cause analysis terms, and follow-up channels across the organization has 

moved from leading practice almost to baseline expectation. This becomes 

even more important when responsibility for investigations—and the 

remedial actions that arise from those investigations—is the responsibility 

of a variety of functions, depending on the topic being investigated and the 

individuals involved. Without an overarching view into disciplinary decision-

making, it is difficult to ensure that similar disciplinary decisions are being 

made for similar types of misconduct, which often exacerbates perceptions 

of a lack of organizational justice. We recommend that the Maxient

system’s functionality should be examined and weighed against the 

functionality of the Convercent system. If the University determined to 

continue multiple systems, be sure the coordination remains rigorous. 

Finally, review the varied use of root cause analysis and verify that all groups 

conducting investigations are utilizing a root cause process consistently. Ideally, 

a common case management system will facilitate use of a common taxonomy, 

allowing tracking and trending analysis over time. Increasingly, companies are 

moving to one consistent investigation process and report template, as reflected 

in our 2018 BELA Special Report on Root Cause (data on slide 65), where we 

found a full third of the community is training investigators together. 
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The compliance and ethics function
routinely tracks reports and related
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EQ 4H.2 Indicate how your organization tracks reported incidences of ethical misconduct. (Multiple select)

Risk Assessment, Monitoring & Auditing
Tracking Misconduct Reports

Highlight denotes VCU survey response(s)
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Risk Assessment, Monitoring & Auditing
Consider Consolidated Training for Investigators 

Chart – How is your organization training investigators?

51%

33%

16%

We train those investigators that
conduct compliance

investigations, and other units
train their investigators separately

We train all investigators using
the same protocol and all

investigators use the same
template for investigations

We do not train investigators, but
rely on their background

BELA Member Participants (n=51)

Source: "Root Cause Analysis: A 2018 BELA Research Report,” Ethisphere.
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Risk Assessment, Monitoring & Auditing
Further Communicate About Reporting Information

Finding: VCU has solid practices around sharing certain kinds of 

statistics, particularly those related to student matters (harassment, etc.). 

Data is also shared publicly through the University’s website via the 

Integrity and Compliance Annual Report, which covers training (both topics 

covered and numbers trained), reported concerns, including anonymity 

rates and substantiation rates, as well as the University’s ERM process. It 

is a very robust resource; that said, the review team was not able to 

ascertain whether the University is tracking the extent to which that 

information is accessed. 

The University has also shared some information on its investigation 

process on the “Compliance Investigations” section of the ICO’s website, 

which covers at a high level the process the ICO would use in the event a 

concern is raised. That information is supplemented by information in the 

Integrity and Compliance Annual Report, provided the inquiring individual 

has read both.

Recommendation: As noted, the current Integrity and Compliance 

Annual Report is a robust resource that should be shared broadly; 

Ethisphere recommends the University consider the extent to which the 

information in it is reaching its stakeholders, through a tracking and 

perhaps a communication initiative. Consider asking leaders to specifically 

share information of interest to their specific schools or colleges, or look for 

other opportunities to highlight the good work showcased in the report. In 

addition, to the extent feasible, look for opportunities to share the data 

between editions of the report.

We are also seeing a trend where organizations are specifically 

communicating around their reporting process, including the steps they 

take, the average length of time an investigation might require, and the 

types of people the organization might need to speak with, in an effort to 

educate stakeholders on the process. These efforts have been well 

received; generally speaking, any transparency that can be brought to the 

system pays dividends. Consider the extent to which VCU can move to 

showing what happens when something goes into the reporting systems.
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EQ 4F.7 Separate from reports to the Board or other governing authority, does your organization communicate how 

many concerns were reported, the types of concerns reported, and the results of reports and 

investigations? (Multiple select)

Risk Assessment, Monitoring & Auditing
Strong Practices in Delivering Reporting Metrics Broadly

Highlight denotes VCU survey response(s)
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Enforcement, Discipline & Incentives Section 

The program components that comprise enforcement, discipline, and incentives have undergone tremendous 

growth over the last few years and remain an area of considerable focus for regulatory authorities. This reflects a 

growing understanding that the systems that incentivize and promote employees across an organization are the best 

culture markers, and culture creators, available to a organization. 

Ethisphere reviews whether the organization enforces and encourages compliance through disciplinary measures 

and incentives, and whether the promotion system and performance evaluation systems allow for ethics and 

compliance input.  Ethisphere also verifies whether the organization is taking reasonable steps to respond to and 

prevent instances of similar misconduct, including making any necessary changes to its policies and procedures. 

Lastly, we consider the extent to which companies are taking advantage of available data to monitor the wellbeing 

of those who have raised concerns.
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Section 6

Enforcement, Discipline & Incentives

Section Considerations:

 2018 Ethics Quotient survey 

responses

 Interviews with VCU 

leadership

 Key documents evidencing 

elements of the program 

specific to enforcement, 

discipline and incentives

Key Enforcement, Discipline & Incentives Summary Recommendations

 Consistently provide all managers with manager-specific training on retaliation

 Review the current ways in which VCU is monitoring those employees who raise concerns for indicia of 

retaliation across reporting channels, and consider a process where the organization explicitly and regularly 

checks back in with those individuals after the close of an investigation
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Enforcement, Discipline & Incentives
Consider Following Up with Known Reporters

Recommendation: In line with the manager training finding and 

recommendation set forth in the “Training and Communications” section, 

Ethisphere recommends that VCU consider consistently providing all 

managers with enhanced manager-specific training on retaliation. This 

should cover why retaliation is such a concern, what retaliation looks like 

to an employee, and how to avoid engaging in retaliation. 

We also recommend that the University review the current ways in which it 

is monitoring those employees who raise concerns across functions for 

indicia of retaliation across the organization, and consider whether it is 

appropriate to implement a process where the organization explicitly 

checks back in with those individuals post-close of an investigation, 

regardless of who investigated the issue. This is a growing practice and 

provides an opportunity to thank known reporters, ask about their 

experience with the process, and reaffirm VCU’s commitment to non-

retaliation. 

Finding: The primary reason most employees do not raise a concern is 

a fear of retaliation. That is why many organizations have moved beyond 

the mere maintenance of a non-retaliation policy to regular monitoring for 

signs of retaliation. The ICO is utilizing some mechanisms to monitor 

employees who raise concerns for indicia of retaliation, but the 

maintenance of multiple systems across the organization complicates 

consistent use of mechanisms such as following up with those employees 

who raise a concern post-investigation to see if they have any concerns in 

its aftermath. In addition, not all functions that conduct investigations 

conduct the kind of monitoring that ICO does, which it refers to as 

“retaliation watch.” In addition, the ICO checks in with those who 

participate in an ICO-conducted investigation six months following the 

close of the investigation to discuss how things are going.  

While managers receive information regarding VCU’s non-retaliation 

policy, the content is minimally mentioned in annual training and with new 

hires and new Chairs.
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EQ 4H.3 Indicate which of the following aspects, if any, apply to your organization’s non-retaliation policy? 

(Multiple select)

Enforcement, Discipline and Incentives
Strong Non-Retaliation Communication Practices with Opportunities to 

Expand 
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EQ 4H.4 Indicate which established procedures your organization has to protect employees who report 

suspected misconduct. (Multiple select)

Enforcement, Discipline and Incentives
Strong Practices to Protect Those Who Raise Concerns from 

Retaliation

Highlight denotes VCU survey response(s)
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Appendix A

Management Interviews
The following individuals were interviewed by Ethisphere as part of VCU’s design and effectiveness review:

Interviewee Title

Ashley Green Senior University Integrity and Compliance Specialist

Jaycee Dempsey Senior University Integrity and Compliance Specialist

Jacqueline Kniska University Chief Integrity and Compliance Officer

Bill Cole Executive Director of Audit and Compliance Services

Laura Rugless Executive Director, Equity & Access Services and Title IX Coordinator

Jill McCormack VP, Chief Compliance and Privacy Officer

David Litton Director, Audit and Management Services

Tony Rapchick Senior University Compliance and Policy Specialist

Dan Han Chief Information Security Officer

Cathleen Burke Assistant Vice President for Human Resources
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